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¥ 16 “Design Principles for Survivable Systems Architecture” (MIT) — a
set of 12 design principles for survivability, and empirical tests to

. validate and measure adherence to them.
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The “Cyclone Process for Dealing with Vague Requirements”
(Bone) — a kind of spiral development version of the “cone of
confidence” that we use at Sula to describe the requirements
refinement process.

“A Systems Approach to the Transition of Emergent Technologies
into Operational Systems — Herding the Cats, the Road to
Euphoria and Planning for Success” (Austin et al) — quite a
mouthful but actually a new slant on the subject of SRLs.

“Technology Readiness Assessment: a Systems Engineering
Process to Ensure All Your Pegs and Holes are Round Before
Beginning Development” (Walker) — we're all familiar with TRLSs,
but what TRL do you assign to a 1,000,000 slice toaster?

A frightening vision of “Security in the 22nd Century” (de Spain)
where the world is overrun by nanoscopic robots and terrorists
wearing invisibility cloaks!
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As engineers we have many ideas on how to do things differently and
better. However, too often our ideas are thwarted by financial and
commercial departments, sometimes rightly, sometimes wrongly.

In my company we specialise in systems optimisation and asset
management. We have developed a methodology for optimising

secret is to simulate a limited number of scenarios from which the
results for all options can be interpolated/extrapolated. The reference
case simulation scenarios and additional operational inputs and
parameters feed into the Systems Optimisation Modelling which
calculates the whole-life costs and benefits for each option and outputs
cashflows, NPVs (Net Present Values) and business case ratios.

complex engineering systems, called the Systems Optimisation
Process (SOP). o The best option optimises the trade-off between the whole-life
costs, and revenues/benefits.

The SOP provides a metric to sell and justify change and ideas so that
they can be implemented and also restrains the engineering
imagination where it is not (yet) viable. It marries systems engineering
with economics, and combines performance, asset management, cost
and risk modelling to determine the most
profitable investment decision for either the
public or private sector.

o The systems optimisation modelling automatically performs a
sensitivity analysis on its inputs and determines the robustness
of the answer and the associated risk.

Systems Optimisation Process (SOP)
Applied to Railways

0 The systems optimisation modelling
automatically optimises combinations of
key inputs. For a railway this could be
operational system parameters such as
service levels and operating speeds to
answer the question: At what point is the
service no longer worth improving due to
the negative impacts on costs and society
such as increased energy consumption?

Engineering provides the options and
determines performance. Economics
determines the relative value of each
option and which is best for the business. Options!
Train Services

Engineering

Options & Inputs

We have applied the SOP to help London
Underground reduce its whole-life system ;
costs by more than £0.5 billion and energy

consumption by more than 20 per cent.

Phase 3: Specification. The simulation and
systems optimisation modelling produces an
optimised ‘Conceptual Solution’ for the whole
system and/or assets within the system. For

. . Simulation: a rail infrastructure project this would typically
Typically, 80 per cent of life-cycle costs are Demand & Revenue comprise a specification for the cost (the
determined at the concept design stage, Engineering (multi-train) engineering — trains, signalling and control

demonstrating the importance of getting it

Reiterative loop: use results to refine and optimise proposals

. 3 etc.) and the benefits (the services and

right early on. SOP helped to explore how £ speeds at which to operate). Often in the UK

plans for new trains, signalling, operating z " expected train service levels are fixed and

solutions and power infrastructure could S , the optimisation process is used to find the

best improve performance and revenue, Systems Optimisation Modelling: lowest whole-life cost solution to provide a

and reduce energy consumption and Whole-life costs and benefits / specified level of performance.

costs. This led to a cut in energy usage for Sensitivity and risk analysis

the Victoria, District and Metropolitan line

upgrades by 20 per cent and brought S e—— s

overall system costs down by £0.4 billion, 5 ' The SOP is relevant to many industries —

while reducing Capital costs by £250 5 from transport networks to health and utilities

million. SOP is currently being applied to A Specification: services, facilities management and building

study similar improvements for all London E Train Services design. Typical applications include:

Underground line upgrades and help o Civil Engineering

value-manage the tendering process for § Track & Train Designing new infrastructure, major

major projects and verify that tender Y Power upgrades and extensions.

performance is delivered. 3 Signalling / Control Value-management of the supply chain
£ — development of tenders, tender
EL evaluation, validation of performance

delivered, development of
performance-based contracts.
Managing existing assets - finding the most efficient combination
of maintenance, refurbishment and replacement.

Optimising business processes and government services.
Design and implementation of decision-making tools including
models and IT data solutions.

Facilitating public—private partnerships.

Devising and implementing incentive structures.

Using a complete system approach, SOP

helps look at the bigger picture and work

out what will benefit the system as a whole. The evaluation can be at
any level of complexity depending on the data, simulators and
modelling tools available.

Systems Optimisation Phases:

Phase 1: Define options. This phase involves significant stakeholder
consultation to ensure the feasible system options are captured. The Risk assessment and cost-benefit analysis.

challenge is to identify the system options when most of the experts Change management, partnership working and conflict
are knowledgeable about individual elements of the system and not resolution.

the system as a whole.

Phase 2: Analysis. This starts with a mix of Operational and

Engineering Simulation studies with commercial or bespoke simulation Larry Fawlkner

packages to derive a set of simulation reference scenarios to represent Cogitare
the options. Simulation can be data hungry and time consuming. The

info@cogitare.biz




My job is to raise the systems engineering skills level in the Defence
Equipment & Support (DE&S) organisation, which is responsible for
@& | & | ) 5 5 & 5& &

. The organisation has over 20,000 people, around half of
which will be involved in systems engineering in some way (although
many do not realise it).

In 2006, | conducted a baseline study, which identified the need for
some awareness-level training (as defined by the competency set
developed by UKAB members). | set in place a three-day awareness
course run by Rick Adcock of Cranfield University that has proved very
popular. | also wanted to introduce a series of half-day briefings,
whose aim was to give people an appreciation of systems engineering
and how to find out more.

The half-day briefing proved more problematic in determining both the
content and mode of delivery. | first tried a ‘briefing to the masses’
approach, but that did not seem to be very effective, mainly, | believe,
because people went to listen rather than to interact. | now deliver the
half-day briefing to smaller groups of up to fifteen, typically from a
single team, which tends to generate greater interaction and interest.
The rest of this article describes the approach | take to introduce
people to system concepts — | play “spot the system”!

“Spot the system” is an easy game to play. | start by saying that we all
use the word ‘system’ in everyday language, which suggests we know
about systems. The audience agrees. | then state, to their horror, that
I'm going to test their understanding. To do this, | show the audience
five pictures and their job is to tell me whether they believe that what
they are looking at is a system... or not. The five pictures are shown
below... feel free to play along!

Metal whisk

Flock of birds

—
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Engine Potato-peeling machine

Military caab ty

The first picture shows a metal whisk in use. The audience is
generally convinced this is a system and on being asked why, the
following are typical responses: there’s interacting parts, there's an
overall purpose and there’s a person involved. All these are useful as
they occur later in the presentation and it allows me to refer back to the
person who originally offered the suggestion when we reach that point.
However, there’s usually one person brave enough to argue that it is
not a system, usually on the basis that ‘there must be more to it than
that'.

The second is an engine . This is usually met with the reaction that ‘if
it's not a system, it should be’! Some people go to great lengths to
explain its systems properties, although someone will shyly suggest it
is not a system, but a subsystem. Undeterred, the audience usually
settles for it to be a system.

The third is the Professor’s Potato-peeling machine , Which usually
raises a smile but by now the audience is confident and it is declared a

system without too much debate. However, some will now question
their response to the metal whisk as we now have two people in the
picture and the significance of the interaction of people starts to enter
the debate: does a system need to have more than one person? This
is useful later, when | introduce the idea of socio-technical systems.
Nevertheless, it is usually declared to be a system.

The fourth, the flock of birds , is met by stunned silence: it must be a
system, but why? No hardware, no ‘wiggly amps’ (ie networks), no
people. Maybe systems engineering is not so straightforward after all.

Finally, | show a military capability  in the form of Skynet 5. Relieved,
the audience immediately pronounces it to be a system. Some brave
members will push the boundary and say it's a system-of-systems
without really understanding what they are talking about, but | cover
that distinction later in the presentation. Inadvertently, the audience
has also admitted that systems engineering is an essential part of their
day job.




| then introduce a system model, a simplified and slightly modified
version of that developed by Derek Hitchins (see
http://www.hitchins.net/SysMods.html#topic%201). On the feedback
forms, this model (coupled with the seven samurai model of James
Martin, http://www.incose.org.uk/Downloads/7%20Samurai-Martin-
v040316.doc ) frequently gets a mention in ‘what did you like most’
part of the presentation.

In summary, the model considers a system consisting of three
attributes: form, function and behaviour:

Function (what a system does), consisting of its:

0  Mission: the primary purpose of the system

0 Resources: what the system needs to enable it to
complete its mission or to maintain itself within its
environment (for example, information or data but
equally power or cooling). This also covers the systems
needed to store, convert, distribute and manage
resources.

0 Viability: for a system to maintain itself within its
environment it must be able to exert control over its
internal components to achieve its mission and survive.

Form (what a system is), consisting of its:

o  Structure: the boundary of the system, its
interconnections with the outside world and the
interconnections between its sub-systems.

o Influence: the influence the system has (or takes from)
its environment with which it resides.

o Potential: what the system can achieve given its
internal features.

Behaviour (which describes how the system responds to change
and how it is perceived by others), consisting of:
o  Stability: how well the system withstands change,
including ‘misuse’ such as invalid inputs.
0 Responsiveness: how quickly a system responds to
change.
o  Adaptation: how well a system adapts to enduring
change.

| introduce some other system concepts such as emergence and
complexity and then take the audience through the pictures again to
see whether they have changed their minds.

With a little creative thinking, most of system attributes above can be
identified in the metal whisk... until | come to viability. My claim is that
the metal whisk is not a system as it does not exhibit viability: in other
words, without cleaning the blades the whisk would eventually stop
working. At this stage, the audience usually cries foul play and protests
that they have been misled. | let such protests run for a while and
thankfully someone in the audience usually comes to my defence. |
then stop the argument, as that is what it becomes, to explain that all
we are arguing about is whether the kitchen sink is considered to be
inside the kitchen boundary or not (it's not shown in the picture). If it is,
we probably have a system: if it is not, we probably don’t. This
emphasises the importance of where the system boundary is set and
recording any assumptions made... and communicating them.
Otherwise, we can end up with some very heated, irresolvable
arguments as everyone is correct given their assumptions.

The engine is easier. | have the person who thought it was a system to
run through the model and very quickly we see it has form, but little
else. What is missing here is context: it is technically known as a ‘bag
of bits’. This is also a useful point to make reference to the idea of
technology readiness levels
(http://www.aof.mod.uk/aofcontent/tactical/techman/content/trl whatar

ethey.htm ).

The potato-peeling machine presents a new challenge. Running
through the model gives the audience a warm feeling that it is a
system (note the small oil can to assist with viability). | then point to
one of the wheels in the mechanism and ask what would happen if |

removed it and how could the machine be made to work again. People
can mentally rebuild the machine. Likewise, the purpose of the bell can
be understood easily. So, from one well-chosen viewpoint, we can
understand (and simplify) the machine. This is an example of
something that is complicated but not complex and so we would not
apply systems engineering to it: this introduces the idea that systems
engineering is about the management of complexity. | usually joke that
is what happens when systems engineering goes wrong! By the end,
the poor Professor is usually made redundant by the audience!

| then move to the flock of birds: this is the opposite case to the potato-
peeling machine. | suggest to the audience that we ask a bird why it
flocks. | suggest the bird would say it doesn't, it simply flies. When we
describe the patterns we can see, the bird would reply that all it is
doing is flying so it stays close to its fellow birds (for security), tries not
to hit a fellow bird (that’s dangerous) and tries to fly in the middle of the
surrounding birds (where it is easiest to fly). Unfortunately, all the birds
are trying to do the same thing at the same time and the resulting
emergent behaviour is what we see as flocking. In contrast to the
potato-peeling machine, which we can understand from a single
viewpoint, here we can only understand this situation from the
viewpoint of all the birds combined. This is a complex system. | also
note that unlike the other examples, this system does not have a fixed
form, its history cannot be repeated and its future cannot be predicted
with a high degree of certainty.

By now the audience is pleased to see Skynet 5 again, it is a system
(probably a system-of-systems, but that's another story) and it gives
me an excuse to show a MODAF architectural view OV-1 (see
www.modaf.com) and hence introduce the role of architectures.

The above approach has several advantages: it encourages audience
interaction that continues throughout the presentation; it introduces
many of the system concepts in a fun way that can otherwise appear
dry and theoretical; it allows people to appreciate that they do develop
systems and systems engineering is important to them. Most
importantly, there is always someone in the audience who will expose
a new perspective to one of the pictures, so | learn as much as the
audience.

Dr David Hawken is the Systems Engineering Upskilling
Team Leader working for Defence Equipment and Support,
part of the UK MoD.

He can be contacted on david.hawken670@mod.uk.

Authors Note:

The above content has been shaped and influenced through
discussions with numerous people: Hillary Sillitto, Phil Davis, Les
Oliver, Rick Adcock, David Oxenham and Sarah Sheard (from her
workshop at EUSECO6).

The illustrations have been taken from the Internet and are only used
for non-profitmaking, education purposes. The originals can be found
at:

Metal Whisk, Photo by Chaloner Woods/Getty Images,
URL: www.viewimages.com

Air-powered car engine developed by Guy Négre.
URL: www.product-reviews.net

Potato-peeling machine by William Heath Robinson.
URL: www.brassgoggles.co.uk

Flock of birds:

URL: www.johnsonbanks.co.uk

Skynet 5:

URL: www.mod.uk
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INCOSE UK is supported by the following organisations that make up the UK Advisory Board. The UKAB is chaired by Ayman El-Fatatry, of BAE
Systems, and advises the Board on aims and strategy, and co-ordinates working group activities with the Technical Director, Andrew Farncombe.
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Atkins Michael Wilkinson mike.wilkinson@atkinsglobal.com 01252 738574

AWE Kerry Barker 3 623 N 6 6&3 0118 981 4111

BAE Systems Ayman El-Fatatry a.el-fatatry@lboro.ac.uk 01509 635203

Detica Tony Klein tony.klein@detica.com 01483 816121

DSTL David Oxenham daoxenham@dstl.gov.uk 01980 614609

EADS Astrium Peter Gilder peter.gilder@astrium.eads.net 0230270 4539

GCHQ Robert Stevens rgsteve@gchg.gsi.gov.uk 01242 221491

General Dynamics UK Limited Sandra Hudson sandra.hudson@generaldynamics.uk.com 01424 798099

Halcrow Steve West wests@halcrow.com 020 7602 7282

Harmonic Ltd Dave Keep 63 N 6 6&3 01460 256500

HMGCC Eric Maycraft ericm@hmgcc.gov.uk 01908 510970 ext 7230

Loughborough University John Hooper j.g.hooper@lboro.ac.uk 01509 227024

MOD DE&S David Hawken 6 3 F-N 6&3 0117 913 5028

QinetiQ David Venn dvenn@aqinetig.com 01305 212399

Rolls Royce Richard Beasley 62 N 7 6 - F S #-A

Selex Sensors & Airborne Systems Kevin Littler kevin.littler@selex-sas.com 01268 883983

Telelogic UK Ltd Hazel Woodcock hazel.woodcock@telelogic.com 01865 784285

Thales Jocelyn Stoves jo.stoves@thalesgroup.com 0118 923 8238

The Salamander Organisation Ltd. Robert Eyre bob.eyre@tsorg.com 0870 161 1700

UCL Ady James amj@mssl.ucl.ac.uk 01483 204115

Ultra Electronics Shane Bennison shane.bennison@ultra-ccs.com 01628 538464

University of Bristol Patrick Godfrey patrick.godfrey@bristol.ac.uk 0117 3317061

Vega Group PLC Paul King paul.king@vega.co.uk 01707 391999
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